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Over-parameterization: more parameters than training data
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DNNs: the good in fitting...

true labels
random labels

I

o Benign overfitting [2]

huffled pixel .
8 * shuffled pixels > model complex enough to fit random labels
= random pixels
o . -
o ¢ gaussian > zero training error and low test error
E
H
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thousand steps

Figure: DNN Training curves on CIFAR10, from [1]
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DNNs: the good in fitting...

25
=—a true labels . e
2.0 e—o random labels o Benign overfitting [2]
huffled pixel .
2 +—+ shuffled pixels > model complex enough to fit random labels
=15 —— random pixels
[} N ..
= 4= gaussian > zero training error and low test error
5 10
H o Empirical risk minimization
0.5
n
% 5 10 15 20 25 7 1 § :
thousand steps f = argmin ; K(fw (xi)7 yi)
EF
f i=1

Figure: DNN Training curves on CIFAR10, from [1]
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DNNs: the bad in robustness...

(a) Invisibility [3] (b) Stop sign classified as 45 mph sign [4]
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Adversarial training [6, 7, 8]

)1
L e, ()

1=

with the perturbation ball Bj oo (x) = {x' : [[x — x'[|cc < 6}
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Adversarial training [6, 7, 8]

n

min lz max Z(fw(XQ),yi)

/ .
w n i1 xiEBé,oo(xz)

with the perturbation ball Bj oo (x) = {x' : [[x — x'[|cc < 6}
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Figure: Results on CIFAR-10 with § = 8/255 [5].
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Adversarial training [6, 7, 8]
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Figure: Results on CIFAR-10 with § = 8/255 [5].
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Adversarial training [6, 7, 8]

n
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with the perturbation ball Bj oo (x) = {x' : [[x — x'[|cc < 6}

Test robust Test standard

== Train robust = Train standard
0.8
Observations:
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> robust overfitting: overfitting on adversarial
P training data harms the robust generalization
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Figure: Results on CIFAR-10 with § = 8/255 [5].
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Motivation: Can we avoid robust overfitting?

Theorem (Curse of dimensionality [9])
A ReLU DNN requires parameters m = Q(e~%) to classify any two e-separated sets A, B C [0, 1]¢.
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Motivation: Can we avoid robust overfitting?

Theorem (Curse of dimensionality [9])
A ReLU DNN requires parameters m = Q(e~%) to classify any two e-separated sets A, B C [0, 1]¢.

perturbation €  Train-Train  Test-Train

e, . MNIST 0.1 0.737 0.812

¢ CIFAR-10 0.031 0.212 0.220

058 SVHN 0.031 0.094 0.110
N e ResImageNet 0.005 0.180 0.224

Table: Separation of real data under typical perturbation radii. [10]

Figure: The class separation in image data.
source from [10].
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Motivation: Can we avoid robust overfitting?

Theorem (Curse of dimensionality [9])
A ReLU DNN requires parameters m = Q(e~%) to classify any two e-separated sets A, B C [0, 1]¢.

’C e perturbation €  Train-Train  Test-Train
s MNIST 0.1 0.737 0.812
CIFAR-10 0.031 0.212 0.220
N ., SVHN 0.031 0.094 0.110
e ee 20 o ReslmageNet 0.005 0.180 0.224

Table: Separation of real data under typical perturbation radii. [10]
Figure: The class separation in image data.
source from [10].

existence J

‘ statistically ‘ ‘computationally‘

vy
WARWICK  Fundamental limits on robust overfitting | Fanghui Liu, fanghui.liu@warwick.ac.uk Slide 6/ 14



Preliminary: statistical learning theory (regression)

o Empirical risk minimization

n

f 1= arg min ! Z (fw(xz) - yi)2

F n
fe =1

o approximate the target function

fo :=argmingcx E(f)
o the expected risk

E(f) = E(x,y)Np(fw(x) - 9)2

> excess risk E(f) — E(fp)

> using the squared loss: ||f — foll?, where

1117 = [ (F()?dpx (x) [11]
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fe =1

o approximate the target function

fo :=argmingcx E(f)
o the expected risk

E(f) = E(x,y)Np(fw(x) - 9)2
> excess risk E(f) — E(fp)

> using the squared loss: ||f — foll?, where

1117 = [ (F()?dpx (x) [11]
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o Empirical adversarial risk minimization

n

~ 1 2
OVET — argmin { — max x5 — vy,
d fer | Z:xgeBs,oo(m (76 —ui)
o approximate the robust target function
fg(x) = argmingc 55(f)
o the robust expected risk
2
£3(7) =5, (h) — )

max
x,y)~
,Y) px/eB(;,oo(x)

o robust excess risk: 55(]/‘\‘”’”) — 5‘5(fg)
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Assumptions

Assumption (source condition)
fo € WS (X), i.e., the a-Hélder continuous functions W (X) with oo > 0.

1fllwe = [Flloo + [ Fllwe  with | Fllwe = sup =IO
xX#y ||x_y||2

\A/
WARWICK  Fundamental limits on robust overfitting | Fanghui Liu, fanghui.liu@warwick.ac.uk Slide 8/ 14



Assumptions

Assumption (source condition)
fo € WS (X), i.e., the a-Hélder continuous functions W (X) with oo > 0.

1fllwe = [Flloo + [ Fllwe  with | Fllwe = sup =IO
xX#y ||x_y||2

Assumption (non-irregularity of px)

®, :={px : px has bounded support}

Remark: consistency between L1(X) and L,ljx (X) by introducing identity mapping J,, J,
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Assumptions

Assumption (source condition)

fo € WS (X), i.e., the a-Hélder continuous functions W (X) with oo > 0.

1fllwe = [Flloo + [ Fllwe  with | Fllwe = sup =IO
xX#y ||x_y||2

Assumption (non-irregularity of px)

®, :={px : px has bounded support}

Remark: consistency between L1(X) and L,ljx (X) by introducing identity mapping J,, J,

Separation distance

For separated data X = {x;}"_, in [0,1]%, we have

1 1
gx = —min|jx; — xjllec <n”d. [12]
2 (e
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Standard genralization error under adversarial training

Theorem (standard generalization (Shi, Liu, Cao, Suykens, 2024))

2 1 o~
Assume f, € WS (X) with o > 0, px € ®, is non-irregular. If § < min {qTx n_ Qo+tdd d } then 3Fover

with depth L = O (logn), and width mi = O (nd), ma,...,mg, = O (logn), such that

sup E[g (f/'\over) —E(fp)] < ( n )fﬁ .

FrEWE(X),px ED, logn
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Standard genralization error under adversarial training

Theorem (standard generalization (Shi, Liu, Cao, Suykens, 2024))

20 _

— 18 ~
Assume f, € WS (X) with o > 0, px € ®, is non-irregular. If § < min {igi,n (atdyd d } then 3 fover

with depth L = O (logn), and width mi = O (nd), ma,...,mg, = O (logn), such that

_ _2a
n ) Zatd

logn

sp  B[e () 2] 5

FoEWS (X),px €2p

Textbook results (optimal rates of convergence) on Hélder space [13]

inf sup E[é‘(f)—é'(fp)] :9(7172‘5%) .

fEF fr,eWe (X),px €D,
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Standard genralization error under adversarial training

Theorem (standard generalization (Shi, Liu, Cao, Suykens, 2024))

20 _

— 18 ~
Assume f, € WS (X) with o > 0, px € ®, is non-irregular. If § < min {igi,n (atdyd d } then 3 fover

with depth L = O (logn), and width mi = O (nd), ma,...,mg, = O (logn), such that

_ _2a
n ) Zatd

logn

sp  B[e () 2] 5

FoEWS (X),px €2p

Textbook results (optimal rates of convergence) on Hélder space [13]

inf sup E[é‘(f)—é'(fp)] :9(71722%) .

fEF fo,eWe (X),px €D,

> construction based on p and data

> linear over-parameterization is enough
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Robust overfitting: upper bound

ENF) = E(F) S EX(F) — Ef) + E(f) — E(f)
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Robust overfitting: upper bound

ENF) = E(F) S EX(F) — Ef) + E(f) — E(f)

Theorem (robust generalization error (Shi, Liu, Cao, Suykens, 2024))
1
Assume f, € W ([0,1]%) with a > 2, and px € ®, is non-irregular. If § < %min {n_ﬁ,qx}, then there

~
exists f°V¢" with

> depth L = O (log )
d d
> width m; = O (5*@ log + +nd>, ma,...,mp =0 (J*W log%)
d
> non-zero free parameters O <6_ 2a=2 log % 4L nd)

such that g‘s(fov”) =0 and
E [gé(fover) _gé(fg):l < \/E(S
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Robust overfitting: upper bound

ENF) = E(F) S EX(F) — Ef) + E(f) — E(f)

Theorem (robust generalization error (Shi, Liu, Cao, Suykens, 2024))
Assume f, € W ([0,1]%) with a > 2, and px € ®, is non-irregular. If § < %min {n_ﬁ,qx}, then there
exists fA"”” with

> depth L = O (log )

> width my = O (5*#52 log +nd>, R (5*#‘52 log%)

> non-zero free parameters O <6 ~zs log% + nd)

such that 35(]/”\0“”) =0 and
E [gé(fover) _gé(fg):l < \/E(S

Remark:

1
> If %niﬁ <s< LX< %n_% we have robust excess risk s vd (4 + 2C0)8)*n, VYCo € (0,1].
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Summary: take-away messages

#£parameters

Upper bound

standard generalization O(nd)

o

_ 2«
n_ Zatd

)

J. S
robust generalization o (nd 46 202 Jog %)

O(Vds)

> more smooth, less #params

> Examples: § <n~d

o 8= 1 : robust overfitting?
n
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Summary: take-away messages

#£parameters Upper bound
~ _ 2«
standard generalization O(nd) O(n 2atd
.
robust generalization O|nd+6 222 log % O(Vdé)

> more smooth, less #params

> Examples: § <n~d

o 8= 1 : robust overfitting?
n
well-separated data + target function is smooth enough + perturbation is small enough

= Avoid robust overfitting!
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Summary: take-away messages

#£parameters Upper bound
~ _ 2«
standard generalization O(nd) O(n 2atd
.
robust generalization O|nd+6 222 log % O(Vdé)

> more smooth, less #params
1
> Examples: § <n~d

os=1:

: robust overfitting?
n

well-separated data + target function is smooth enough + perturbation is small enough

= Avoid robust overfitting!

_ 2« 1
o robust generalization gap by taking 6 :=n 2a+d <n~d

a > ﬁ and o > 2 #parameters Upper bound

~ ad _ _2a
robust generalization (@) (nd + n 2atd)(a—1) ) O (n 2f¥+d)
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Proof roadmap

{robust excess risk £ (fpy%nt) — £° (f:)}

€ (JBu5r) — € (U353 83557 — %ol

[[fo — prw;g(x) <0

[HJPH S maxXareps o) [FB55 e (@) = [555 e (@)] dw} by (Giihring et al., 2020)

similar to previous estimation

< €+ (48)%n configurations of deep ReL.U NNs:
™~ P
non-zero free parameters O (9’ =T log %)

[u,gm (@i — 26 — 7,2 + 26 + 7]*

[X\ Usgpn] [@: — 20 — 7, + 20 + 7]

< (48)'n [fE’,“s,da‘ﬂ?fc(w’) = fo(a') for any 2’ € Bs,oo(w)}

|fo(a") = fo(@)| < ||follv

n n
= | fo(x)
FB 6 (x) = E Yilsi s 46,0 (0) +eaxe | ==, 1~ E Ty —6,x;+0,7 (%)
3
=1 i=1
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Is construction optimal? - robust generalization

Theorem (Robust generalization error: lower bound)

Under the same setting of results from [Theorem robust generalization error (upper bound)], we have

E[£2(F20<) — £5(£3)] = I1Tpllo®(48)n — [£2(£2) — € (£0)]
> || Tpllo*(48)*n — Ci ||| Vds

where C; is a constant independent of d, n and 9.
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Is construction optimal? - robust generalization

Theorem (Robust generalization error: lower bound)

Under the same setting of results from [Theorem robust generalization error (upper bound)], we have

E[£2(F20<) — £5(£3)] = I1Tpllo®(48)n — [£2(£2) — € (£0)]
> || Tpllo*(48)*n — Ci ||| Vds

where C; is a constant independent of d, n and 9.

> 55(fg) — &E(fp) only depends on the distribution

1
> Cp can be sufficiently small to match the upper bound (if n= -1 < § < qTX)
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Is construction optimal? - robust generalization

Theorem (Robust generalization error: lower bound)

Under the same setting of results from [Theorem robust generalization error (upper bound)], we have
E[£2(F20<) — £5(£3)] = I1Tpllo®(48)n — [£2(£2) — € (£0)]
> [|Tpllo?(48) n — C1 ||| Vds
where C; is a constant independent of d, n and 9.
> 55(fg) — &E(fp) only depends on the distribution

1
> Cp can be sufficiently small to match the upper bound (if n= -1 < § < qTX)

> optimal for classification (not included in this talk)
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Refer to more results arxiv:2401.13624

Thanks for your attention!

Q&A

my homepage www.1lfhsgre.org for more information!
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arxiv: 2401.13624
www.lfhsgre.org
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